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In this paper, we propose an approach to formally verify and rigorously validate a simu-
lation system against the specification of the real system. We implement the approach in
a verification and validation calculator tool that takes as input a set of statements that
capture the requirements, internal conditions of the system and expected outputs of the
real system and produces as output whether the simulation satisfies the requirements,
faithfully represents the internal conditions of the system and produces the expected
outputs. We provide a use case to show how subject matter experts can apply the tool.
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1. Introduction

Modeling and Simulation (M&S) is an essential part of system development.
According to M&S best practices, a subject matter expert (SME) identifies a sys-
tem and a modeling question they wish to answer. The system is simplified into a
conceptual model which is further simplified into a simulation that can answer the
modeling question. The simulation is then verified to ensure that it is a fair rep-
resentation of the conceptual model and the conceptual model is validated against
the system to ensure that it is not overly simplified and accurately represent all of
the key components that are essential in answering the modeling question. Unfor-
tunately, because of the amount of simplification from system to conceptual model
and from conceptual model to simulation, this process results in the loss of needed
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information and the addition and generation of extraneous information. The loss
of information occurs because: (1) SMEs are unable to identify all of the require-
ments that define the context of their question and model'; and (2) the languages
used to capture a SME’s conceptual model offer more expressive semantics than the
languages used to realize the simulation. Realizing the simulation also adds extra-
neous information to the representation of the system through the use of seeds for
stochastic distributions and the sequentialization of simultaneous events. Finally,
previously unidentified system information can be generated through the interac-
tions of the underlying components of the model.?

These issues motivate the need for a framework that allows for multiple view-
points of a system (modeling question, conceptual model and simulation) while
maintaining a single consistent representation. The M&S system development
framework (MS-SDF) addresses this need by tying together systems engineering
process with M&S processes into a cohesive approach.? In the MS-SDF, multiple
viewpoints of a system are realized while maintaining one consistent system repre-
sentation through the application of verification and validation (V&V). Applying
V&V in the MS-SDF framework enables SMEs to prove that each requirement
is always satisfied, exactly met and that there is no undesired emergence due to
the convolution of multiple viewpoints into a single simulation. While Ref. 3 pro-
vides the skeleton for such a framework they do not define which V&V procedures
should be applied and how they should be performed in order to ensure consistency
between the different viewpoints.

Within the MS-SDF: (1) a system is framed by a set of statements that are
always TRUE (axioms) and capture the requirements of the SMEs in order to
bound the system; (2) a system is a set of statements (independent or related)
about the internal system conditions and outputs of the systems that are TRUE
given the set of requirements. Together the set of requirements and the set of state-
ments constitute the system specification; (3) verification is the process of ensuring
that the simulation satisfies the system specification without contradiction and (4)
validation is the process of ensuring that the entire specification is carried over from
the system to the simulation. In other words, capturing the system specification in
the form of statements reduces the V&V process to ensuring that: (1) statements
that are always true about the system are also always true about the simulation, (2)
statements that are satisfied in the system are also satisfied in the simulation and
(3) every statement in the system is also a statement in the simulation.® Thus, the
V&V challenges left unaddressed are: (1) how does a SME map simulation outputs
to the necessary statements for V&V and (2) once mapped what V&V mechanisms
does a SME employ to evaluate the statements.

In this paper, we address both these challenges. First, we define an approach
that enables a SME to map system specifications to internal system conditions
and outputs. Our approach is highly structured but entails a gentle learning curve
for SMEs. Next, we introduce a V&V calculator for SMEs to evaluate the state-
ments. Our V&V calculator provides access to a comprehensive set of rigorous V&V
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procedures (formal verification methodology, statistical debugging and exploratory
analysis) through a familiar look and feel encapsulated in a straightforward graphi-
cal interface to enable SMEs to get feedback related to the validity of their derived
statements. Finally, we apply our approach and V&V calculator to a system use
case to demonstrate and evaluate its efficacy. We combine these contributions to
realize the V&V procedures specified in the MS-SDF through a SME-focused imple-
mentation with little to no learning curve.

2. Background

Recall, our approach guides SMEs through the process of mapping simulation out-
puts to the necessary statements for V&V. Then our V&V calculator enables SMEs
to test each statement in an evaluation of the simulation’s consistency with the sys-
tem. Our V&V calculator encapsulates three different types of V&V procedures to
comprehensively evaluate SME statements: (1) formal verification methodology, (2)
statistical debugging and (3) exploratory analysis. Here, we present an overview of
each of these procedures. Later, we introduce our V&V calculator and describe how
it implements these procedures and the controls it provides to SMEs.

2.1. Formal verification methods

Formal methods are typically applied to verify that a simulation or conceptual
model meets the requirements specified by SMEs. Applying this process requires:
(1) unambiguously specifying the requirements and (2) verifying that those require-
ments are always upheld and never violated in the model and/or simulation.* We
review these two components of the procedure.

2.1.1. Formal specification

Formal specification is the process of describing a system and its desired properties
using a language with a mathematically defined syntax and semantics. Some for-
mal specification languages such as Z,> VDM® and Larch” focus on specifying the
behavior of sequential systems, where states are described in mathematical struc-
tures such as sets, relations and functions. Other methods such as CSP,2 CCS,?
Statecharts,'® Temporal Logic!! and I/O automata'? focus on specifying system
behaviors in terms of sequences, trees, or partial orders of events. Common to all
these methods is the use of the mathematical concepts of abstraction and compo-
sition. Unfortunately, this syntax makes specification languages intimidating and
unintuitive to most SMEs.

2.1.2. Model checking

Model checking is an automated means to check a formal specification for correct-
ness. It requires a user to formulate a property as a predicate over variable values.
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Then it automatically checks to see if the property holds in the specification. For
example, a property stipulating that a variable x always be positive and that a vari-
able y always be strictly smaller than 2 can be formulated as = > 0 && y < x.13

Two distinct approaches using properties are used to assess correctness: (1)
pre/post condition and (2) invariant assertion. Pre/post condition approaches for-
mulate the correctness problem as the relationship between a formula that is
assumed to hold at the beginning of program execution, denoted PPRE, and a for-
mula that should hold at the end of program execution, denoted PPOST. Assessing
the correctness of the program involves determining whether the semantics of the
program establishes ®PPOST given PPRE. Invariant assertion-based approaches
define the correctness of a simulation by verifying that a user-specified Boolean
formula, ®INV, holds throughout simulation execution. While useful, both these
approaches require that the entire possible state space of the model or simulation
be explored. Unfortunately, this analysis can take hours and even days to complete
their analysis, significantly limiting the utility of model checkers.'*

Our V&V calculator enables SMEs to formally specify statements using a graph-
ical property builder featuring drop-down lists of SME defined variables and natural
language descriptions of the resulting property semantics. Then, the calculator per-
forms model checking analysis on only the portion of the state space that the SME
identifies to be of interest. This results in analysis that takes seconds as opposed to
hours or days. These features ensure that it is accessible and responsive for SMEs

across different domains.1%:16

2.2. Statistical debugging

Statistical debugging is an automated fault localization technique used in computer
science to aid human developers fix a faulty program. In order to elucidate its inner
workings, we apply the process of statistical debugging to isolate the fault shown
in Fig. 1. Figure 1 includes the program, mid() and its test suite. The program
mid() takes three integers as input and is required to output the median value. The
function fails to properly identify the median number for some inputs because there
is a fault in Statement 7. Statement 7 should read m = x, however it reads m = y.

Figure 1 illustrates the process of employing statistical debugging to localize this
fault. The debugger begins by executing mid() for each of the test inputs shown
at the top of Fig. 1. The execution of mid for each test input is traced to record
the statements that are executed. The columns below the test inputs reflect each
execution trace: a black dot signifies that the statement was executed, the lack of
a black dot signifies that the statement was not executed.

Once mid() is executed for a given test input, the actual output of the program
is compared to the specified output. The actual and specified outputs for each
test in-put are shown immediately below the execution trace. The actual output is
written in italics while the specified output is underlined. These outputs determine
if the corresponding execution trace is labeled as passing or failing. If the actual
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Fig. 1. Statistical debugging example.

output matches the specified output then the execution trace passes, otherwise it
fails. The result of applying this labeling process to each execution trace of mid()
is shown in the bottom row of Fig. 1.

Labeling each execution trace as passing or failing enables the suspiciousness
and rank of each statement in the source code of mid() to be computed. Recall,
suspiciousness measures how likely it is that a statement contains a fault. It is
calculated by computing the ratio of the number of failing execution traces that
include the statement to the number of total execution traces that include the
statement. The suspiciousness of each statement is shown in second rightmost col-
umn of Fig. 1. The rightmost column of Fig. 1 shows the rank of each statement.
The ranking column reflects the sorted order of the statements in mid() when they
are returned to the developer. The rank is the maximum number of statements
that would have to be examined by the developer. It is assumed that a developer
examines all statements with the same suspiciousness together.

In Fig. 1, Statement 7 is identified as the most suspicious statement (0.50)
because it is only included in two execution traces — one that passes and one that
fails. Every other statement is included in at least two passing execution traces
and no statement is included in more than one failing execution trace. As a result
Statement 7 is returned first to a developer tasked with localizing the statement
causing the failing output mid(). It is expected that by isolating the statement,
the developer will quickly recognize the fault and correct the program. This is the
appeal of statistical debugging. It is capable of automatically limiting the number

of statements developers must sort through in the debugging process.!”
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In addition to profiling program statements, most statistical debuggers employ
conditional propositions, or predicates, to record the values assigned to variables in
an execution trace. A very simple example helps elucidate the value of predicates in
the statistical debugging process: three predicates for every assignment statement
in a program are used to test if a value being assigned to a variable is greater
than, less than or equal to zero. In the context of Statement 7 in the program
mid(), the three predicates used to test the value of m are: (m > 0), (m < 0)
and (m = 0). The suspiciousness of these predicates is calculated in the same
manner as the suspiciousness of the statements in mid() computed in Fig. 1. The
addition of predicates (including those that are complex than the example shown
above) enables, statistical debuggers to analyze the coverage of statements and
values in execution traces. In theory and practice this has been shown to improve
effectiveness.!® In Sec. 4.3, we present our V&V Calculator and the number of
different predicates it enables a SME to employ in the exploration of simulation
outputs.

2.3. Ezxploratory analysis

Sensitivity analysis has been proposed as a methodology to explore the robustness
of an output in a simulation.'® The principle behind sensitivity analysis is to vary
the parameters of the model and rerun the simulation. This allows the SME to
understand how sensitive the simulation is to the initial parameters. However, even
with a small number of parameters, the number of combinations of parameter val-
ues quickly becomes large and the resources required to perform the analysis can be
excessive. Sensitivity analysis has been refined to exploratory analysis. Exploratory
analysis can be viewed as sensitivity analysis done efficiently.?2® Exploratory anal-
ysis relies on SME insight to significantly reduce the parameters that need to be
explored. Given the reduced parameter set, SME hypothesizes about the extent to
which an output will be manifested in the simulation. When the SMEs hypothesis
is wrong, additional exploration is required to understand the difference between
the expert opinion and the simulation output. Our V&V calculator enables SMEs
to test hypotheses involving any combinations of variables represented as condi-
tional propositions in order to explore how each conditional proposition affects the
simulation output.

3. The Approach

Our approach assumes that a simulation of the system has been developed and
the system specification is provided. We use the formal verification techniques
described above to answer verification questions and apply exploratory analy-
sis for validation. The remaining challenge is how to specify the verification
requirements, expected conditions and outputs such that they can automatically
be tested. In order to address this challenge, we propose a two-step iterative
approach.
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e Setup: Step A deals with specifying the system requirements, expected outputs
and conditions of variables within the simulation. The system requirements are
formally specified in the form of predicates that should ALWAYS be TRUE or
FALSE in the simulation. We refer to testing that a simulation meets all system
axioms as Level 1 testing and to axioms as Level 1 statements. We discuss how to
construct Level 1 statements in the tool description section. The expected outputs
are specified by labeling as TRUE (or 1) outputs that are expected for a given
input set and range; outputs that are not TRUE are labeled FALSE (or 0). The
expected condition is specified by providing a combination of system inputs that
should result in TRUE or expected outputs. We refer to testing that a simulation
produces the expected output for a given set of inputs as Level 2 testing and to
statements that specify the relationship between inputs and expected outputs
as Level 2 statements. We discuss how to create Level 2 statements in the tool
section. In order to capture the outputs, we need to execute the simulation over
time and replicate runs in the case of a stochastic simulation. In our approach,
we recommend a formal design of experiment to specify the behavior space of the
simulation and collect data. Specifically, we focus on trace experiments, optimiza-
tion experiments and uncertainty experiments. Trace experiments provide data
specific to entities within the simulation. They are useful if the system specifica-
tion is at the entity level and the SME wishes to explore the aggregate behavior
of the system. Optimization experiments attempt to optimize an objective func-
tion. These experiments are useful if the system specification is focused on a
specific output and the SME wishes to explore the input and internal conditions
of the system. Uncertainty experiments involve sampling the range of experimen-
tal values without bias. This type of experiment is useful if the SME is in full
experimental mode and wants to test hypotheses by exploring the entire system
solution space (input, internal conditions and output) of through the simulation.
At the end of Step A, we have a specification of: (1) system requirements, (2)
expected system output(s) and (3) expected contribution of how the internal
conditions create the expect outputs and a experimental design to generate data.
Figure 2 displays Step A.

e Data Collection and Testing: In Step B, we run the experiments and collect
outputs that we label as TRUE or FALSE based on the specification of Step
A. In order for the simulation to pass Level 1 testing, it must satisfy ALL of
the Level 1 statements. If the simulation passes Level 1 testing, we proceed to
Level 2. Otherwise, the simulation is either over-specified meaning the addition
of information necessary to implement the simulation has led to it not being able
to support a key requirement; or under-specified meaning the implementation
process has resulted in too many simplifications being made. In either case, it
must be redesigned and implemented using the same or a different platform or
paradigm. At Level 2, we test that the combinations of inputs that lead to TRUE
outputs match the Level 2 statements specified by the SME. If a system passes
Level 2, it is considered verified and validated against the system specification.
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Fig. 2. Step A — Setup. This step of the approach defines the expected output and the single
variable, scalar pair and compound predicates that determine if the simulation is valid. The
completion of Step A results in a complete specification of the requirements, expected conditions
and the expected output of the simulation as well as a design of experiment to ensure that the
simulation is able to provide all of the necessary data for conducting Step B.

However, additional interactions of variables within the simulation can generate
Level 2 statements that are not part of the specification. The SME can decide to
(1) ignore these statements, (2) add controls to eliminate the statements, or (3)
verify and validate them to ensure that they do not violate the system specifica-
tion. If the SME decides to ignore the statements, testing is complete. This could
be the case where the system is being designed for mission rehearsal and therefore
the SME wants to ensure that the system behaves as expected but does not want
to preclude additional outputs from occurring. If the SME decides to add controls,
they need to redesign the simulation and add the restrictions that would eliminate
the unwanted conditions and resulting outputs. They can use our approach to
test the simulation iteratively until all unwanted statements are eliminated. This
could be the case for a training system where the SME wants to ensure that only
the specifications they wish to train are present. If the SME wishes to verify
and validate the additional statements, they can add each statement into the

1641001-8



Formal methods, statistical debugging and exploratory analysis

Step B: Data Collection and Testing
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Fig. 3. Step B — Data collection and Testing. This step requires generating the outputs from the
simulation and comparing the outputs against the specifications provided in Step A. The SME,
as the user of the tool, makes the final decision as to whether the simulation passes the violate
Specifications and the Fail Experimental Requirements checks.

system specification; update the list of requirements to ensure that the addi-
tional statements are satisfied under the new set of axioms and check that each
Levels 1 and 2 statement are verified and validated against the updated specifica-
tion. This could be the case for an experimental system where the SME wants to
explore and improve system design. Figure 3 displays the steps and progression of
Step B. In the next section, we discuss how the V&V calculator implements this
approach.

4. The V&V Calculator

Given the statements generated by following our approach, the V&V calculator,
shown in Fig. 4, allows a SME to verify the simulation requirements (Level 1) and
validate the variable interactions causing an expected output (Level 2). Three com-
ponents define the SME interaction with the calculator: the log file, verification of
requirements and validation of expected outputs. Here, we describe each compo-
nent and how it enables the SME to V&V the simulation. In Sec. 5, we apply our
approach and the calculator to a use case to demonstrate its effectiveness.
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Fig. 4. The V&V calculator. The separation between the Levels 1 and 2 specifications of the tool
are shown in the figure. Level 1 includes the specification of single variable and scalar predicates.
Level 2 consists of specifying the expected output, the condition type, condition specificity, terms
to include or exclude and the formation of hypotheses.

4.1. The log file

The V&V calculator requires the SME to create a comma separated value (CSV)
log file containing the values of the variables and outputs within the simulation over
a set of test cases that define the simulation’s use. The CSV log file can reflect a
standard experimental design where the values of simulation parameters and results
are recorded for the test cases. However, it can also reflect a trace experiment where
the file includes the values of variables collected over different times throughout the
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execution of the simulation. In the general case, the CSV log file includes an initial
row describing: (1) the name of every variable whose value will be logged and (2)
the name of the simulation output that will be logged. Following the initial row,
the file includes some number of rows containing the value of each variable and the
output.

We do not view the generation of CSV log file as a significant burden for SMEs
because: (1) a myriad of automated tools exist to create such a file and (2) this
expectation is tantamount to requiring a record of input and output for the use cases
that define the simulation. However, we do understand that one of the contributions
of our work is a reduced burden for SMEs in the V&V process. As a result, we
highlight this as the heaviest burden placed on a SME using the V&V calculator.

The SME’s interaction with the V&V calculator begins when she/he loads the
CSV generated log file into the calculator. This fills in all of the calculator menus
with variable names included in the CSV log file. The instance of the V&V calculator
shown in Fig. 4 has a log file loaded into it.

4.2. Verification (Level 1) in the V&V calculator

The specification and subsequent evaluation in the V&V calculator of the Level
1 requirements use a combination of conditional propositions for formal specifi-
cation and model checking for evaluation analysis. We examine each in the next
sections.

4.2.1. Statement specification

All requirements generated by our approach are specified as conditional propo-
sitions known as predicates. Each Level 1 requirement can either be expressed
as a single variable or scalar pairs predicate. Single variable predicates evalu-
ate if the value of a variable ever rises above, falls below or deviates from some
SME specified threshold. In general, a single variable predicate takes the form:
x>0 x>0 x=012<dorz < P where x is a CSV log file variable and &
is a SME specified threshold. In contrast, a scalar pairs predicate evaluates if the
value of a variable ever rises above, falls below or deviates from another variable.
In general, a scalar predicate takes the form: z >y, > y,xz =y, < y or x < y,
where x and y are CSV log file variables. In support of our goal of reducing the
burden placed on the SME during V&V the names of all the variables and operators
(i.e., >,>,=,<, <) are loaded into the drop-down menus that enable SMEs to build
single variable and scalar pairs predicates to evaluate for consistency in the most
straightforward manner possible. For each predicate representing a requirement a
SME chooses if the conditional proposition must ALWAYS be true in the simula-
tion or if the conditional proposition must NEVER be true in the simulation. Recall
from Sec. 3, these statements reflect the SME requirements of the system and the
simulation.
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4.2.2. Limited scope model checking analysis

Once all the requirements have been specified as predicates, the calculator evaluates
them to see if they are upheld in every test case included in the CSV log file. Recall,
a test case is reflected by one row of variable values in the CSV log file. In general,
model checking analysis is intractable for most real-world simulations because it
explores the entire space of possible states the simulation can reach. As a result,
even for a trivial simulation, the analysis usually requires hours or days to determine
if the specifications (like the predicates specified in our calculator) are upheld in a
simulation. However, the model checking analysis performed by our V&V calculator
limits its exploration to only those states represented in the test cases included in
the CSV log file. As a result it is able to determine in seconds if the predicates
specified by the SME are upheld in all of the logged test cases.

While our analysis does not reflect a full simulation state space exploration it
does cover those conditions, which define how the SME will use the simulation to
reflect the system. In this sense, our model checking analysis is exhaustive for the
SME’s use of the simulation. For each statement, the calculator applies the limited
scope model checking analysis and provides feedback to the SME by recording the
results in a plaintext file. The file includes the predicate the SME specified and the
result — whether the predicate was UPHELD or the predicate was VIOLATED.
The SME uses this feedback to adjust their modeling question, conceptual model,
or simulation with the process described in Sec. 3.

4.3. Validation of expected outputs

The configuration and subsequent analysis performed in the V&V calculator to
validate an expected output of the simulation is intimately related to the statistical
debugging technique we presented in Sec. 2. Validating an expected output requires
identifying those interactions of variables that contribute to it the most. As a means
to this end, our V&V calculator adapts statistical debugging predicates and analysis
for those variables included in the CSV log file.

4.3.1. Defining the expected output

Our V&V calculator enables SMEs to easily define an expected output through
the use of a slider that spans the minimum and maximum value recorded for the
simulation output in the CSV log file. Using the slider, the SME chooses a cutoff
value Q. All test cases in the CSV log file with a simulation output value greater
than or equal to €2 achieve the expected output. By the same definition, all test cases
with output values less than €2 do not achieve the expected output. Immediately
following the SMEs specification of an expected output our V&V calculator provides
the percent of the test cases that achieve the expected output defined by €. The
output definition slider and the text field providing the SME with the number of
test cases achieving the expected output are shown in Fig. 4.
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4.3.2. Configuring predicates

Following the definition of an expected output, the SME configures the types of
predicates, that will be used to explore variable interactions to identify those that
contribute the most to expected outputs. The V&V calculator provides two different
types of predicates (single variable, scalar pairs) at three different levels of specificity
(static, elastic and compound) to evaluate the contribution of variable interactions
to an expected output. The different specificity levels and types of predicates are
established within the statistical debugging community where they have been shown
to be effective for localizing software faults.'”

The variables, as well as the values that they are checked against, that form
the static predicates are specified by the SME before performing any analysis of
the CSV log file. For example, static predicates include the single variable predicate
x > 0 and the predicate z > y, where x and y are variables. This distinction is made
because the decision to compare the value of x and the difference between the values
of z and y to 0 is made without considering any of the values z and y obtain in the
CSV log file. In general, the V&V calculator tests three single variable predicates
for each variable z(z > 0,2=0 and = < 0) and three scalar pairs predicates for
each pair of variables z and y(x > y,x =y and x < y).

While the variables captured in the elastic predicates used in the V&V cal-
culator are determined before performing any analysis of the CSV log file, the
values those variables are compared against are not. Elastic predicates require the
V&V calculator to compute the mean and standard deviation of: (1) the distribu-
tion of each variable and (2) the mean and standard deviation of the distribution
of the differences between each pair of variables. The mean and standard devia-
tion of each variable is used to define the following three single variable predicates
for a variable z, mean pu, and standard deviation o, :x > p, + 0y, iy + 0p >
T > py — o, and x < p, — o,. These three predicates reflect values of vari-
able x that are well above their normal value, within their normal range of val-
ues and well below their normal value. The mean and standard deviation of
the difference between two variables x and y are used to define the following
three scalar pairs predicates for two variables z and y, with the mean of their
difference p,—, and the standard deviation of their difference op_y:z —y >
Moy + Op—ysflo—y + Op—y > T —Y > lg—y — Op—y a0d T — Y < gy — Op_y.
These three predicates reflect differences between variables x and y that are well
above their normal value, within their normal range of values and well below their
normal value.

Compound predicates reflect any combination of two static and elastic predi-
cates that can be composed using the logical operators AND (&&) and OR (|]).
In general, the V&V calculator tests two compound predicates for every two pred-
icates P and @ (P&&Q, P|| Q). Compound predicates provide an additional level
of specificity for the purposes of identifying variable interactions that contribute to
the expected output.
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Recall from Sec. 2 that the suspiciousness of a statement is measured by comput-
ing the ratio of the number of failing test cases the statement appears into the total
number of test cases the statement appears in. We adopt this metric to compute
the contribution rate of each predicate configured by the SME. The contribution
rate of a predicate is measured by computing the ratio of the number of times the
predicate is true in test cases that produce an expected output to the total number
of test cases the predicate is true in. Once the SME has configured the predicates
they want to be explored, the V&V calculator uses the test cases within the log file
to compute the contribution rate of each configured predicate. The predicates are
sorted by contribution rate and provided in a plaintext file to the SME as feedback.
The percent of test cases that the predicate is true in is also provided to enable the
validation of the expected output.

It is important to note that the contribution rate of a predicate is not tied to
any statistical confidence level. When sampling, different sets of individuals can be
randomly selected from the same population; and each set of individuals can often
produce a different confidence interval. A confidence level refers to the percentage
of all possible samples that can be expected to include the true population parame-
ter.2! In our analysis, the SME provides the log file. This serves as the sample of the
population of inputs possible to the simulation and the foundation for computing
contribution rate of predicates. Unfortunately, we do not if the sample is random,
biased, complete or partial. As a result, we cannot compute statistical confidence
levels for the contribution rates of predicates. In future work, we will explore the
use of importance sampling to address this deficiency.

4.3.3. Testing SME hypotheses in the V&V calculator with custom predicates

The final component of the V&V calculator is the specification and evaluation of
SME hypotheses about variable interactions related to the expected output. As
shown in Fig. 2, SME hypotheses take the form of a custom predicate and the cal-
culator will determine the contribution rate of the custom predicate. The predicate
can be composed of any number of single variable or scalar pairs predicates com-
bined by the AND (&&) and OR (||) logical operators. While this capability allows
for too many possibilities to enumerate in general, the following conditional propo-
sitions are all valid SME hypotheses where (1) a, b, ¢,d and e represent potential
variables contained within a log file, (2) 70, 60 and 12 represent static comparison
values specified by an SME and (3) the selected combination of logical operators
are chosen arbitrarily for illustration purposes:

e ((a>0b)| (b<70)&&((c < d)](d<e))
e ((a>b)| ((c <70)&&(d > 60)))&& (e > 12)
o ((a<b)&&(b< )| ((c>d)&&(d > e)).

Once the SME has specified the predicate portion of their hypothesis, they must
specify the contribution rate they believe the variable interactions captured in the
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predicate have the expected output. Together the predicate and the hypothesized
contribution rate of the predicate form the SME’s hypothesis. Finally, the V&V
calculator computes the actual contribution rate of the predicate and provides the
predicate, the SME’s hypothesized contribution rate and the actual contribution
rate of the predicate to the SME as feedback in a plaintext file. This capability
enables SME to validate the expected output with respect to variable interactions
that could not be constructed using the static, elastic, or compound predicates
provided by the calculator. For the first example of hypothesis given above, the V&V
calculator checks the log file for every occurrence where either predicate (a > b)
OR predicate (b < 70) is true while simultaneously either predicate (¢ < d) OR
predicate (d < e) is true. Remember that these values are obtained from the log
file which contains static values for each variable every time that the simulation
logs its values. Then, the V&V calculator measures the predicate’s contribution
to the output of interest by computing the ratio of the number of times that the
predicate is true in cases that produce an expected output to the total number
of cases that the predicate is true. The hypothesis can then be adjusted to test
variations of the predicates (i.e., change (b < 70) to (b < 65) or (¢ < d) to (¢ < 50))
to try and gain additional insight into how the predicate affects the output of
interest.

In this sense the V&V calculator, serves as a means for SMEs to perform Turing
tests on the variable interactions within their simulation. As originally proposed,
the Turing test is a test of a machine’s ability to exhibit intelligent behavior that is
indistinguishable from that of a human.?2 The test was adapted for M&S validation
by asking a SME if they can discriminate between the output of the simulation and
the actual system.2324 If the SME cannot discriminate between the two outputs
the simulation is considered valid. The SME hypothesis capability of the V&V
calculator enables a similar validation but instead of focusing on output it targets
differences between variable interactions in the simulation and in the system and/or
conceptual model.

5. Use Case Evaluation

To illustrate the use of the V&V calculator and its applicability for verifying and
validating simulations, we apply our tool to the following use case. We wish to
construct a system that will allow us to predict the level of obesity in a population
given physiological, environmental and behavioral conditions. Behavioral conditions
include eating habits, physical activity levels, workplace physical activity require-
ments, travel methods and health consciousness. Environmental conditions include
the types of food available, the size of the area and the distribution of restaurants,
workplaces and homes. Physiological components include the height, weight, age,
life expectancy and the gender of individuals. We also wish to use this system to
study the impact of policy on reducing obesity levels in the future and therefore
must ensure that it is a valid representation of how people gain and lose weight.
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In order to help use design the system, we decide to apply M&S and first create a
model and simulation of obesity. The obesity model tracks the weights of individ-
uals over time and classifies them as severely underweight, underweight, normal,
overweight, obese, severely obese, morbidly obese and super obese based on their
body mass index (BMI) values. The gain or loss of weight occurs through each
individual’s weekly balance of calories. We use the basal metabolic rate (BMR) to
determine the number of calories that an individual needs to remain at its current
weight based on its current height, weight and age.?®?6 The BMR value minus
the total calorie gain during the week produces the net change in calories for each
individual. A positive net calorie gain results in weight gain, a negative net caloric
gain results in weight loss and a zero net calorie gain results in a static weight. We
represent each person within the simulation as a separate agent with behaviors and
geographic distribution. The simulation explores the prevalence of obesity through
the aggregate combination of all of the agents within the simulation.

In order to use the V&V calculator, we must provide: (1) Level 1 predicates
that check if the requirements of the conceptual model are ALWAYS TRUE in the
simulation and (2) Level 2 predicates that describe the extent to which the variables
which create the expected output of the simulation match the SME’s conceptual
model. In the next sections, we present our use of the V&V calculator to verify and
validate the obesity model.

5.1. Defining the experiment and creating the CSV log file

In order to capture data, we conduct a Latin hypercube sampling experiment to
evenly sample the parameter space for possible combinations of input values in the
obesity model. Since, our goal is to V&V the simulation of a system that will be
used for prediction; we want to ensure that our sample of the parameter space is
not biased. We design our experiment to generate 24 unique stochastic simulation
test cases that are each run with 50 replications. This provides us with 1200 total
test cases to construct our CSV log file. Table 1 provides a sample of a CSV log file
generated by the Obesity Model.

5.2. Specifying and verifying the representation of the conceptual
model (Level 1 statements)

Once our log file has been created we construct the list of requirements for conditions
that must hold TRUE for all simulation runs of the obesity model. Since the system
represents a population in a living environment, some initial input parameter values
related to the population, workplaces, recreation facilities and the passage of time
should ALWAYS be positive. Additionally, we require the simulation to initialize a
population where all individuals are adults between the age of 18 and 65 and no
births occur. All of these statements are specified as single variable predicates for
the tool. Table 2 provides a sample list of predicates for the obesity model.
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In addition, we have system specifications that relate components of the sys-
tem to one another. For instance, the restaurants in the system offer dishes for
the population from three different categories: (1) a market option that provides
lower calorie meals; (2) a fast food option that provides high calorie meals and
(3) a nonfast food option that provides medium calorie meals. Within each option
there are higher and lower caloric choices where the exact calorie level is repre-
sented as distribution with a minimum, maximum and mode value. In every case,
the minimum value must be less than the mode value which must be less than the
maximum value. This results in 27 additional scalar predicates for the V&V cal-
culator to check. Table 3 provides a sample list of scalar predicates to check with
the tool.

The Level 1 statements captured in Tables 1 and 2 are input to calculator.
The calculator completes its limited scope model checking analysis in less than
10 s for our model and provides the SME feedback for all the requirements. The
next part of the setup process involves specifying Level 2 statements in the form of
expected outputs for the SME’s conceptual model and mapping them to interactions
of variables.

5.3. Specify the expected output and validate the contribution
of the internal conditions

Next, we specify the expected output of the obesity model. In this use case, we
are interested in validating the obesity model for a population where no more
than 30% of the individuals are obese. The expected output is specified using the
slider shown in Fig. 4. Along with specifying the expected output, we also spec-
ify how the interactions of variables within the system will achieve the expected

Table 1. A sample of the CSV log file generated by the obesity model.

Population Restaurants Percent Percent Total_percent_ Area size Percent BMI > 30: Output

18 to 65 market BMI_levels Year 10
4870 91 100 79 100 37 0.143422 0
10,000 40 100 59 100 3 0.370453 1
1180 67 100 s 100 67 0.249375 0
9190 28 100 61 100 6 0.446734 1
3520 74 100 32 100 15 0.321787 1
7209 31 100 10 100 7 0.06875632 0

Note: The top row of the log file displays the parameter names from the obesity model. The first
six columns provide the output data generated from five simulation test cases of the obesity
model. Columns 1 and 2 are the total number of people and restaurants within the simulation.
Column 3 presents the percentage of the population that has an age between 18 and 65 years
old. Column 4 presents the percentage of the total restaurants that are markets. Column 5
provides an example of a compound predicate result that we preemptively convert to a single
variable. Column 6 presents the size of the simulated environment in square miles. Column
7 displays the value of the simulation output and the final column presents the conversion of
Column 7 into a 0 or 1 depending on if the value equals or exceeds 0.30 (30% obese).
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Table 2. Sample

of Axioms in the form of single variable predicates.

Population > 0

‘Work place > 0

Housing Units > 0

Rec Facilities > 0

Area Size > 0

Avg Travel Time to Work > 0

There is ALWAYS at least one person in the
system and everyone has a place to live

work and exercise. It takes time to move from

place to place.

Max Travel Time to Rec Facility > 0

Percent Male < 100
Percent Male > 0
Percent Female > 0
Percent Female < 100

Restaurants > 0

Percent Normal > 0
Percent Underweight > 0
Percent Obese > 0
Percent Overweight > 0

There is ALWAYS a mix of male and female
in the system.

People can eat at home or out and there is
ALWAYS at least one place to eat out.

The system ALWAYS starts with a mixed

population.

Percent Eating Habits Low Calorie > 0
Percent Eating Habits Medium Calorie > 0
Percent Eating Habits High Calorie > 0

Percent 18 to 65 = 100
Annual Number of Births =0

The system ONLY considers adult obesity.

Table 3.

Simulation outputs that should ALWAY'S occur in the form of scalar predicates.

Market_highCal_min <
Market_highCal_max

Market_highCal_min <=
Market_highCal_mode
Market_highCal_max >
Market_highCal_mode

Market_medCal_min <
Market_medCal_max

Market_medCal_min <=
Market_medCal_mode

Market_medCal_max >
Market_medCal_mode

Market_lowCal_min <
Market_lowCal_max

Market_lowCal_min <=
Market_lowCal_mode

Market_lowCal_max >
Market_lowCal_mode

FastFood_highCal_min <
FastFood_highCal_max

FastFood_highCal_ min <=
FastFood_highCal_mode
FastFood_highCal_max >
FastFood_highCal_mode

FastFood_medCal_min <
FastFood_medCal_max

FastFood_medCal_min <=
FastFood_medCal_mode

FastFood_medCal_max >
FastFood_medCal_mode

FastFood_lowCal_min <
FastFood_lowCal_max

FastFood_lowCal_min<=
FastFood_lowCal_mode

FastFood_lowCal_max >
FastFood_lowCal_mode

NonFastFood_highCal_min <
NonFastFood_highCal_max

NonFastFood_highCal_min <=
NonFastFood_highCal_mode
NonFastFood_highCal_max >
NonFastFood_highCal_mode

NonFastFood_medCal_min <
NonFastFood_medCal_max

NonFastFood_medCal_min <=
NonFastFood_medCal_mode

NonFastFood_medCal_max >
NonFastFood_medCal_mode

NonFastFood_lowCal_min <
NonFastFood_lowCal_max

NonFastFood_lowCal_min <=
NonFastFood_lowCal_mode

NonFastFood_lowCal_max >
NonFastFood_lowCal_mode

output. This is done by configuring the V&V calculator to generate predicates
and testing the contribution rate of the predicates against the SME expectation.
Once the SME has specified predicates capturing the interactions of interest she/he:
(1) employs the V&V calculator to score the contribution rate of each predicate
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and (2) checks to see if the contribution rate of the predicate matches his/her
expectation.

For the obesity model, where no more than 30% of the population is obese, the
contribution rate of 0.82 for the following predicate did not match the expectation
of the SME: Percent underweight >90&& Percent eating habits low calorie >90.
The predicate states that to achieve a population where no more than 30% of the
individuals are obese the simulation frequently employs a parametrization where
almost all the agents are underweight and have low-calorie eating habits. The SME
expected the combination of these conditions to result in a population where no
more than 5% of the population was obese, not an obesity rate that included up to
30% of the population. As a result, they hypothesized a very low contribution rate
(0.10) for the predicate.

Based on this mismatch of expectation, we performed further exploration and
revealed a bug in the simulation that allowed agents to eat more than three meals
a day. The additional meals created additional opportunities for weight gain, even
for agents who initially were underweight and maintained low-calorie eating habits.
Given this bug, simulation runs where the vast majority of the population was ini-
tially underweight and had low-calorie eating habits frequently resulted in 25-30%
of the population being obese as opposed to <5%. While this bug appears straight-
forward once identified, it had been present and undiscovered in this simulation
for over a month. Many bugs are obvious only once one knows where to look. The
V&V calculator identified a condition, which led us to the lines of code where the
expected output of the simulation was being generated by inner workings, which
did not match the system or the conceptual model.

6. Related Work

Our proposed approach complements recent developments in verification, validation
and testing (VV&T). Verification reflects confirming that a simulation accurately
represents the developer’s conceptual model. Validation reflects the degree to which
a simulation is an accurate representation of the real-world from the perspective of
intended use. Both definitions stress checking via comparison to a reference stan-
dard. However, verification checks that the model is correctly transformed into the
simulation, while validation focuses on behavioral and representational accuracy.
It measures the degree to which a model is an accurate representation of the real-
world from the perspective of the intended use. Testing compares an expected result
against model output and is inherent in simulation V&V.2”

The goal of the V&V calculator is to provide one cohesive procedure for SMEs to
meet their VV&T objectives as opposed to relying on their own ad hoc approaches
and best estimates. In this sense, the tool provides a set of VV&T standards for
SMEs to evaluate their models. Such a set of standards was proposed in recent
research on a unified theory of validation.?® Furthermore, as researchers con-
tinue to make progress in developing state of the art VV&T practices, we can
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and will include them in our proposed approach to facilitate the VV&T efforts
of SMEs.

Given this complementary relationship we review work related to both V&V.
Simulation verification techniques are dependent on simulation implementation
languages. Simulation-specific languages (Arena, Simulink) entail verification via
structured walkthroughs of the code and program traces that are tested against
expected results. These techniques check that the language, the pseudo-random
number generator and the simulation are correct.?* Implementing a simulation in
a general-purpose programming language (Java, C/C++) allows for model check-
ing to be employed. Model checking ensures that each requirement specified in
the design of the simulation is satisfied in the implementation.?? This analysis is
powerful but model-checking tools often have a steep learning curve.

Simulation validation techniques are both subjective and objective. Subjective
ones rely on the judgment of SMEs while objective techniques use statistical tests.
Subjective techniques include face validity and Turing tests where SMEs assess
if the simulation output is a reasonable facsimile of the real system.?2-24 While,
objective tests include: (1) exploratory and sensitivity analysis to statistically test
if the simulation inputs have the same effect on the outputs as they do in the
real system,3032 and (2) stability analysis to quantify the variance of a simulation
output.?®> Our proposed approach combines these two types of techniques by pro-
viding SMEs with an automated objective measure, contribution rate, to evaluate
subjective hypotheses about variable interactions within their simulation.

7. Conclusion

M&S is an essential part of system development. Unfortunately, needed information
about the system is frequently lost and additional extraneous information is added
to the description of the system as it is conceptually modeled and implemented
in a simulation. In this paper, we addressed this problem with an approach to
formally verify and rigorously validate a simulation against the specification of the
real system. We implemented the approach in a V&V calculator tool that takes as
input a set of statements that capture the requirements, internal conditions of the
system and expected outputs of the real system and produces as output whether the
simulation satisfies the requirements, faithfully represents the internal conditions
of the system and produces the expected outputs. We provided a use case to show
how SMEs can apply the tool to their own simulations.
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